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It's	all	very	exciting	having	the	latest	version	of	Android	install	itself	on	your	mobile,	but	what	happens	when	it	makes	changes	you	don't	actually	like?That's	the	situation	owners	of	phones	like	the	Nexus	4	and	Nexus	5	found	themselves	in	recently,	as	Google's	exciting	new	Android	4.4	KitKat	release	arrived	–	and	forced	upgraders	to	use	Google's	own
Hangouts	app	as	the	default	SMS	app.Aside	from	no	one	really	liking	being	told	what	software	they	have	to	use,	the	change	was	also	a	bit	unsettling.	The	SMS	tool	is	one	of	the	most	basic,	reliable	and	unchanged	features	of	any	phone,	with	even	the	most	backward	of	tech	users	usually	able	to	work	out	how	to	send	a	simple	text	message.But	in
Hangouts?	Even	experienced	smartphone	users	struggled	to	work	out	how	to	send	a	simple	text.	Not	only	that,	the	term	'hangout'	is	a	dreary,	predictable	piece	of	brainstorming	nonsense.So	if	you	fancy	rebelling	against	Google's	forced	use	of	the	Hangouts	app	and	going	your	own	way,	here	are	five	alternative	SMS	apps	to	install	and	bring	texting
back	to	basics	on	Android.Plenty	of	customisation	options	await	in	this	Android	SMS	app,	with	Hello	SMS	letting	users	choose	if	they	want	a	standard	notification	or	the	entire	screen	to	light	up	when	messages	arrive.	Plus	there's	a	night	mode	layout	option	with	a	dark	background	to	supposedly	save	your	eyes	and	battery	when	texting	late.The	design
is	pretty	jazzy,	with	a	list	of	SMS	threads	down	the	left,	plus	a	wider	layout	when	viewing	your	texts	in	landscape	mode.Replies	are	threaded,	albeit	in	a	subtle,	bolded	highlight	way,	and	it's	a	fast,	simple	app	to	open	and	use.	A	long-press	on	the	message	icon	lets	you	delete	an	entire	conversation,	while	the	attachment	option	is	a	swish	combined
gallery	and	camera	app,	splitting	the	screen	between	existing	shots	and	a	viewfinder	for	capturing	and	attaching	live	shots.View	this	app	on	the	Play	Store2.	Handcent	SMSHandcent's	been	around	for	a	long	time	on	Android,	and	it	shows.	The	design's	not	particularly	thrilling,	offering	a	white	and	blue	colour	scheme	that	looks	like	it's	been	ported
from	iPhone.Still,	beneath	the	clunky	layout	there	are	absolutely	stacks	of	features	in	Handcent,	with	this	texting	app	letting	users	add	doodles	to	messages	as	image	files,	attach	screen	captures	of	the	phone's	display,	spellcheck	messages	before	sending	and,	if	you	have	a	clear	non-regional	accent,	input	text	via	Google's	speech-to-text	tools.The
sending	of	messages	can	even	be	scheduled,	if	you	need	to	establish	a	watertight	alibi.	It's	a	proper	hardcore	texting	app	for	people	who	use	their	3,000	SMS	allowance	each	month.View	this	app	on	the	Play	Store3.	EvolveSMSEvolveSMS	goes	all-out	on	design,	with	a	stylish	layout	that	incorporates	a	swish	landscape	option,	multiple	font	and	text	size
options,	Emojis	and	more.A	nice	pop-up	reply	box	makes	responding	simple,	plus	there's	a	pattern	lock	and	the	ability	to	set	some	conversations	to	private	while	leaving	others	unrestricted,	and	a	choice	of	Home	screen	widgets.You	can	also	snooze	incoming	text	message	notifications	for	a	set	period	of	time,	in	the	unlikely	event	you've	got	something
better	to	do	than	look	at	your	portable	telephone.And	as	nice	as	it	looks,	the	appearance	can	further	be	amended	by	installing	themes	and	other	customisation	packs.View	this	app	on	the	Play	StoreTextra	bravely	claims	it's	a	"beautiful"	texting	app,	and,	if	you	like	Android's	old	grey,	boxy	layout,	it	probably	is.To	make	it	less	pretty	there's	a	custom
Textra	Emoji	plugin	that	can	be	downloaded	for	free,	if	you	like	expressing	yourself	via	silly	emoticons,	plus	there's	a	built-in	audio	recording	tool,	for	sending	people	clips	of	you	speaking	when	typing's	too	much	of	a	chore.In	terms	of	customisation,	there's	much	to	play	with.	It	supports	pop-up	message	notifications,	the	changing	of	the	notification
LED	colour	(if	your	phone	supports	it),	with	users	also	able	to	customise	the	pulsing	of	the	notification	vibration	–	for	the	ultimate	in	stealth	text	alerts.View	this	app	on	the	Play	Store5.	TextSecureTextSecure	has	a	bigger	selling	point	than	the	rest:	security.On	a	basic	level	it	restricts	Android	from	taking	screengrabs	of	messages,	plus,	if	you	demand
more	control	and	reassurance	that	the	wife/government	isn't	reading	everything	you	say,	there's	the	option	of	locking	the	app	down	with	a	passphrase.	And,	for	yet	more	protection,	conversations	between	two	users	can	be	kept	private	with	end	to	end	encryption.In	terms	of	customisation,	TextSecure	delivers	some	fun	consumer	toys,	with	SMS
delivery	report	tools,	LED	colour	and	blink	pattern	toggles	for	at-a-glance	notifications,	enter	key	modification	and	more.View	this	app	on	the	Play	Store	(Pocket-lint)	-	It	was	always	going	to	happen,	but	anti-virus	specialist	Kaspersky	Labs	has	found	its	first	reported	case	of	a	Trojan-SMS	that	attacks	Android	handsets.	There	have	been	cases	of	the
same	type	of	malware	on	non-smartphones,	but	this	is	the	first	targeted	at	users	of	Google's	operating	system.	The	virus,	Trojan-SMS.AndroidOS.FakePlayer.a,	comes	disguised	as	a	media	player	application	and	prompts	users	to	install	a	file	of	just	over	13KB	with	the	standard	Android	extension	.APK.	It	then	uses	the	phone	to	send	multiple	SMS	text
messages	to	premium	rate	numbers	without	the	owner's	knowledge.	Obviously,	this	could	end	up	costing	the	handset	owner	a	fortune,	and	make	a	packet	for	unscrupulous	cybercriminals.	It's	not	the	first	reported	case	of	a	virus	on	the	operating	system,	though,	as	spyware	software	has	been	discovered	before.	And,	unfortunately,	Kaspersky	is	not
expecting	this	latest	example	to	be	the	last:	“The	IT	market	research	and	analysis	organization	IDC	has	noted	that	those	selling	devices	running	Android	are	experiencing	the	highest	growth	in	sales	among	smartphone	manufacturers.	As	a	result,	we	can	expect	to	see	a	corresponding	rise	in	the	amount	of	malware	targeting	that	platform,”	says	Denis
Maslennikov,	the	company's	Mobile	Research	Group	manager.	“Kaspersky	Lab	is	actively	developing	technologies	and	solutions	to	protect	this	operating	system	and	plans	to	release	Kaspersky	Mobile	Security	for	Android	in	early	2011”.	Dashlane	can	keep	your	employees'	passwords	safe	By	Pocket-lint	Promotion	·	23	August	2022	If	you're	concerned
about	your	organisation's	security,	this	is	a	no-brainer.	Writing	by	Rik	Henderson.	Kaspersky	Labs	first	announced	its	detection	of	what	appeared	to	be	the	first	of	several	SMS	Trojans	on	Google’s	Android	operating	system	on	August	9th.	The	application	released	in	Russian	markets	outside	of	Google’s	Android	Market,	was	disguised	as	a	media	player.
Once	installed,	the	code	would	send	3	premium	SMS	messages,	effectively	transferring	the	US	equivalent	of	~$18	from	the	user	to	the	recipient	company.	On	Wednesday,	Kaspersky	Labs	expert	Denis	Maslennikov	revealed	a	new	Trojan	very	similar	to	the	first.	Again	targeting	Russian	users,	this	app	is	disguised	as	a	pornographic	media	player.	What
is	interesting	is	not	the	recurrence	of	the	premium	SMS	dialing	(sending	an	SMS	to	a	pay	service,	such	as	donation	codes	for	the	Red	Cross,	or	ringtone	services	advertised	on	Television	),	but	the	method	in	which	installing	the	app	is	brought	to	users	attention.	The	authors	of	this	particular	trojan	use	a	tactic	known	as	search	engine	poisoning	to
spread	the	malware.	That	is,	they	crafted	Websites	specifically	to	appear	near	the	top	of	search	results	for	certain	search	queries.	By	placing	malicious	websites	at	the	top	of	search	results,	mobile	users	who	are	by	nature	looking	for	fast	easy	results	are	more	likely	to	click	through	without	due	diligence	of	ensuring	the	top	hits	are	safe.	This	has	been	a
common	theme	of	PC-based	malware	and	is	now	a	lucrative	trend	in	the	mobile	domain	for	an	increasingly	popular	platform.	When	the	trojan	is	installed,	it’ll	ask	you	to	access	Android’s	messaging	system.	If	you	deny	it,	the	malicious	portion	of	the	code	will	not	be	allowed	to	function.	It’s	a	lesson	in	both	trusting	your	application	sources,	and	paying
attention	to	mandatory	security	prompts	for	sure.	Remember	that	once	you	have	given	permission	to	an	application,	it	rarely	if	ever	will	need	to	request	permission	again.	The	simple	media	browser	in	this	case	can	wantonly	send	SMS	messages	whenever	it	is	active,	and	you	will	be	none	the	wiser,	till	you	see	the	bill.	More	from	PCWorld’s	GeekTech
blog…	Follow	GeekTech	on:	Facebook	|	Twitter	|	Digg	|	RSS	Android	users	who	thought	they	fat-fingered	a	text	message	to	the	wrong	person	may	be	able	to	lay	the	blame	with	Google	developers.The	company	acknowledged	on	Thursday	long-running	complaints	that	text	messages	occasionally	would	be	sent	to	the	wrong	person	due	to	a	bug	in	the
operating	system.	Google	also	said	it	found	a	second	problem,	but	will	deploy	fixes	for	both	soon.”Some	users	have	reported	that	their	SMS	messages	are	being	delivered	to	the	wrong	people,”	wrote	Android	project	member	Nick	Kralevich	in	a	comment	on	a	bug	report	for	the	issue.	“It	took	us	some	time	to	reproduce	this	issue,	as	it	appears	that	it’s
only	occurring	very	rarely.	Even	so,	we’ve	now	managed	to	both	reproduce	it	and	develop	a	fix	that	we	will	deploy.”The	bug	report	was	filed	in	June	as	issue	9392	on	Google’s	Android	project	pages,	but	comments	on	it	suddenly	proliferated	earlier	this	week.Some	commenters	on	the	forum	felt	that	a	just	a	few	people	were	repeatedly	complaining
about	the	bug	and	accused	them	of	“trolling,”	or	slamming	the	forum	with	repetitive,	obnoxious	comments.Google	said	it	will	also	fix	a	second	issue	it	discovered,	in	which	in	rare	instances	users	see	a	different	message	in	the	Messaging	application	than	the	one	they	tried	to	open.“We	don’t	believe	this	issue	is	affecting	many	users,	but	we’ve
developed	a	fix	that	we’re	preparing	to	deploy,”	Kralevich	wrote.	“Of	course,	double-checking	the	displayed	message	before	hitting	‘Send’	will	prevent	any	messages	from	being	sent	to	the	wrong	recipients.	We’ve	found	in	testing	this	issue,	it	is	more	likely	to	occur	if	you	tap	on	a	message	before	the	Messaging	app	is	fully	loaded,	so	we	recommend
waiting	for	all	the	elements	to	load	before	clicking	on	the	message	you	want	to	display.”Send	news	tips	and	comments	to	jeremy_kirk@idg.com
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