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HTTPS (Hypertext Transfer Protocol Secure) is an internet communication protocol that protects the integrity and confidentiality of data between the user's computer and the site. Users expect a secure and private online experience when using a website. We invite you to adopt HTTPS to protect user connections to your site, regardless of the content
of the site. The data sent via HTTPS is protected through the security protocol of transport levels (TLS), which provides three key layers of protection: Encryption: Encryption of exchanged data to keep them safe from eavesdroppers. This means that while the user is browsing a website, no one can "hear" their conversations, monitor their activities
through multiple pages, or steal their information. Data integrity: Data cannot be modified or corrupted during transfer, intentionally or otherwise, without being detected. Authentication: shows that your users communicate with the expected website. It protects against man-in-the-middle attacks and builds user confidence, which results in other
business benefits. Best practices when implementing HTTPS If you use a CMS, such as WordPress, Wix or Blogger, search for instructions to enable HTTPS on your hosting service. For example, look for "wix https". Use robust security certificates You need to get a security certificate as part of enabling HTTPS for your site. The certificate is issued by
a certification authority (CA), which takes steps to verify that your web address actually belongs to your organization, thus protecting your customers from man attacks in between. When you set the certificate, it ensures a high level of security by choosing a 2048-bit key. If you already have a certificate with a weaker key (1024 bits), upgrade it to
2048 bits. When choosing the site certificate, please keep in mind the following: Get your certificate from a reliable CA that offers technical support. Decide the type of certificate you need: Single certificate for safe origin (www.example.com). Multi-domain certificate for more well-known safe origins (e.g. www.example.com, cdn.example.com,
example.co.uk). Wildcard certificate for safe origin with many dynamic subdomains (e.g. a.example.com, b.example.com). Redirects users and search engines to the HTTPS page or resources with permanent redirections to the server side. Check that HTTPS pages can be crawled and indexed by Google Use the URL inspection tool to check if
Googlebot can access your pages. Do not block your HTTPS pages from robots. txt files. Do not include noindex tags on your HTTPS pages. HSTS Support We recommend that HTTPS sites support HSTS (HTTP Strict Transport Security). HSTS says to the browserautomatically HTTPS pages, even if the user enters the http in the browser location bar.
It also tells Google to serve secure URLs in search results. All this minimizes the risk of serving unsecured content to users. To support HSTS, use a web serversupports and enables functionality. Although it is safer, hsts adds complexity to your rollback strategy. it is recommended to activate hsts in this way: extract the https pages without hsts
before. starts sending hsts headers with a short mas-age. monitor traffic from both users and other customers, and also employee performance, such as ads. slowly increase the maximum hsts age. if hsts does not adversely affect users and search engines, you can add the site to the hsts preload list, which is used by most major browsers. this adds
improved safety and performance. avoid these common traps during the process of making your site safe with tls, avoid the following errors: common errors and their expired certified solutions make sure the certificate is always updated. certificate registered to the wrong site name checks that you have obtained a certificate for all the host names
that your site serves. For example, if your certificate only covers www.example.com, a visitor who uploads your site using only example.com (without the prefix www) will be blocked by an error error error in the name of the certificate. missing server name (sni) support make sure that the web server supports sni and that the public uses supported
browsers, generally. While sni is supported by all modern browsers, you will need a dedicated ip if you need to support older browsers. crop problems do not block your https site from crawling using robots. txt. allow indexing of pages from search engines, if possible. do not hate the noindex tag. previous versions of the protocol the old versions of
protocol are vulnerable; Make sure you have the latest and latest versions of tls libraries and implement the latest versions of the protocol. Mixed security elements insert only https content on https pages. different content on http and https make sure that the content on your http site and your https is the same. http status code errors at https check
that your website returns the correct http status code. for example 200 ok for accessible pages, or 404 or 410 for pages that do not exist. migrate from http to https if you migrate your site from http to https, google treats this as a movement site with url changes. this can temporarily affect some of your traffic numbers. find out more about
recommendations for all the moves of the site. Make sure to add the new https property to search console. search console treats http and https separately; data is not shared between properties in search console. for further advice on using the https pages on your website, see the https migration fags. other resources for the implementation of tls here
are someadditionally on the implementation of TLS on your site: Qualys SSL/TLS best practices SSL/TLS Mozilla wiki Except that otherwise specified, the content of this page is licensed under the Creative Commons Attribution 4.0 license and code samples are released under the Apache 2.0 license. For details, see the Google Developers website
policies. Java is atrademark of Oracle and/or its affiliates. Retrieved 7 November 2011. "Last update," "Ad-to-down, UTC". Nowadays, when internet users are aware of the security of personal data, customer rights and website security breach issues, it is important to know the main concerns regarding the management of a website or a shopping cart.
This article is simply an introduction to the topic as it is a subject to book format. We will start suggesting that you have the security of your site managed by experts. Ensure your customers' data security If your internet sale or you have left your customers access your website, consider whether you are giving your customers a good sense of security.
Read the following tips you can use in your shopping cart online: 1. SSL certificate Using the SSL certificate has become a standard that protects your customers' data (crypts the data sent by customers to your store, for example through the order form). Due to the fact that SSL increases the server load, it is good to set it for at least some of the
pages, such as: basket, order form, login form, registration form, etc. Each customer can see in his browser if your website has the certificate and if its identity has been verified. In the Chrome browser it looks like this: More and more customers are aware of SSL and stay away from stores that do not have this certificate. They know that the
administrator of this kind of store does not care about their security and certainly not about the security of their personal data. 2. Cookie Policy and Privacy Policy To show your customers that interest you in their security, please inform them about the cookies you are using in your store (you are using it for sure). It is important to inform them about
what happens to their personal data once they send their orders. This information is usually placed on a subpage called privacy policy. Creating a good privacy policy requires the knowledge of the cookies your shopping cart uses and what kind of data is sent through the modules. Can you read more about this subject in the article I have to inform
about cookies? 3. Protect your customers' data from unauthorized access Create your security policy to protect your customers' data from unauthorized access. For both Quick. Cart.Ext and Quick. Cms.Ext administrators » plugin is available. You can create accounts for administrators who give access to specific sections of the store, such as
orders,customers, configuration, etc. is particularly useful when the board is managed by different people, such as an employee, a webmaster and the owner. assign permissions for specific sections is very simple as you can see on the screenshot below. protecting your site from hackers and data thefts several months ago opensolution began the
campaign "security tips." its goal is to raise awareness of all website owners and uneducated webmasters that the problem of hacking websites to infect them with viruses or steal order and customer data is common. learn these rules to increase data security of your website and your customers: use antivirus software do not store your ftp account
password in programs like total commander, filezilla etc. periodically change the ftp account password, for example once a month, limiting ftp access to specific ip addresses. professional hosting providers allow it. use the instruction "options - indexes" in the .htaccess file, will make subdirectories file lists impossible to view from the outside. use all
bug fixes available on our website, but it is better to update your script to the latest version - it also guarantees access to new plugins and skins. be deepened in filtering scripts that you install and share with our software. Many times we heard that someone hacked the site of a cart using an opening on a subpage running on other scripts like
wordpress. This happens when on a server account there are several websites. change admin admin panel to something else, even change the file name running the admin panel "admin.php" to something else find more advice in the manual ». consider programming support » within which you can protect your website from most potential threats, you
can also get all available bug fixes. prepare a correct section terms and policies without legal errors we recommend that a person who is unfamiliar with the legal requirements for a correct terms and policy does not use ready-made models especially those found on others (competition's) web sites of shopping carts online. Policy terms and patterns
are rarely updated and are rarely being implemented with applicable laws. when copying from another website you can never be sure that what you just copied is correct. may also be responsible for copyright infringement of the person who prepared the terms and policies he copied. people still believe that "if most of the online trolleys use the same
kind of terms and policies, it must be fair." Unfortunately, statisticsthat most terms and policies of commercial trolleys include regulations that violate customer rights. Using them could mean legal consequences. We are not experienced, but finding illegal paragraphs in a Terms section does not take us more than several minutes. Imagine how easy it
would be for someone who knows this subject well... Some lawyers and associations working for "the client's advantage" seek illegalon the web sites of the shopping cart online to sue the owner of the store. Recently it becomes more and more common. In most cases the shop owner was not even aware of the fact that he was breaking the law or
thought that their store was small for anyone to take notice. From our experience we can say, that there is no other way than having the Terms and Privacy Policy created by a professional who will assume responsibility for his work in case of potential disputes with customers, for example. Remember to create a backup Create a backup of the
database and once in a little backup of a whole website should become your habit. Remember that failures and failures happen everywhere. Use the free simpleBackup plugin » that will allow you to download pages, products and zip database orders on your computer. A more advanced plugin backup is available for the paid edition. » Unfortunately
users often forget that a couple of seconds of work could save their hours or even boring working days to restore their website to how it was before it crashed. If your website is hacked (unfortunately it happens), you will have a copy of your site before it has been infected with viruses. If your database is damaged, it will only take a few minutes to
restore it. Do not rely on your hosting company. Many companies store a backup for only 3 days. Imagine your database crashed on Friday and you don't know it until Monday night or Tuesday. You may not be able to recover the data you lost. Then make sure you back up the database at least once a week and the entire website at least once a month.
Choose a reliable hosting service If you run a store, you need the server to be stable and have a very good support service (fast answers and point). There is no better way to know a hosting provider than when your sites crash. There was a situation when the hosting provider: blocked the smtp function (email sending), blocked the server when a
website was visited by an indexing robot (e.g. GoogleBot) that generated a heavy load, did not have a backup of a website, etc. Invest some time and money to prepare rules and policies, get an SSL certificate, reliable hosting service, protect your website / cart. This investment will pay. You will save yourself a lot of stress, money and time, you will
also get new customers who are increasingly aware of their data security rights and issues. Author: OpenSolution OpenSolution
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